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Abstract 
This study aims to provide an insight on the perception of bankers towards the effectiveness of fraud prevention and detection 
techniques in Malaysian Islamic banks. Based on 146 questionnaires received among managers and officers of Islamic banks in 
Malaysia, the findings indicated that the protection software/application as the most effective components of fraud prevention 
techniques. Meanwhile, bank reconciliation, password protection and internal control review and improvement represent as the 
most effective techniques when assessing independently. This study will hopefully benefit both academicians and practitioners in 
term of the evaluation of the current level of protection against bank fraud in Malaysia. 
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1. Introduction 
 The Islamic banking is growing tremendously in Malaysia as Malaysia has now transitioned to become an 
international Islamic financial hub. Nevertheless, one of the most obvious threats, which could be fatal to their 
operation, is fraudulent actions that are committed by people within the bank or outside the bank. The KPMG Fraud 
Survey 2009 has indicated that the trend of fraud occurrence will substantially increase due to the current economic 
crisis as expected by 89% of the respondents. The financial scandal involving Bank Islam Malaysia Berhad (BIMB) 
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has also triggered this research to be done. BIMB, the pioneer Islamic bank in Malaysia has declared a loss of 
RM456 million with a gross non-performing loan (NPL) portfolio of RM2.2 billion for the year ending 30 June 
2005 (Abdul Rahman and Salim, 2010). The reason for this was provisioning a sum of RM774 million as a result of 
bad loans and investments incurred from its operations in Malaysia’s offshore financial centre in Labuan (Netto, 
2005). However, the losses were believed not due to a failure of Islamic banking principles but were the result of 
negligence by some officers as mentioned by Second Finance Minister, Tan Sri Nor Mohamed Yakcop to the 
Parliament (Netto, 2005). As a result, BIMB has established a Special Investigation Unit (SIU) in order to 
investigate whether the losses and NPL were contributed by misconduct or due to the non-compliance of the normal 
banking operation (Ahmad, 2009). 
 Although banking institution is normally known as one of the most strictly regulated sectors, bank is still a 
definite target for fraudsters (Dumbrava and Gavriletea, 2008). The reasons are absolutely obvious; banks are the 
first option and the best place to come to, due to their role in capital raising and capital intermediation. The 
consequences of this murkiness are not small, instead may cause banking failure and distress. Even more 
detrimental, it may represent one of the major causes of bankruptcy in the world, being exemplified by Iceland crisis 
in 2008. Realizing that the harms brought by banking fraud is immense, thus the current study focuses on the 
perception of bankers in Islamic banks within Malaysia on the most effective strategies used to deter and detect 
banking fraud. Up until now, there is no specific study done to investigate the perception of bankers regarding fraud 
crimes in the Islamic banking system particularly in Malaysia. Most of the previous studies discussed on bank frauds 
have been conducted in the Republic of Uganda (Bank of Uganda, 2005), India (Khanna and Arora, 2009), Qatar 
(Nabhan and Hindi, 2009), Nigeria (Idolor, 2010) and Saudi Arabia (Ali Hakami, 2011).  
 In addition, fraud imposes numerous costs to organizations that experience fraud. The banks might suffer loss in 
term of monetary, reputation, human capital as well as the exposure to the risk of bankruptcy. In a wider scope, 
fraud does not only threatens our country’s economic condition with the lost of investors and resources, but it is in 
fact endangers the serenity and political stability of the nation. Nevertheless, while banks are active in the quest to 
reduce costs of fraud, it is important to make sure that they do not immensely deteriorate the effectiveness of current 
functioning key fraud controls. In order to protect our emerging Islamic banking sector, it is crucial to examine the 
level of effectiveness of fraud prevention and detection techniques in the view of bankers who act as the backbone 
and greatest assets for the Islamic banks.  
This study is envisaged to contribute to the practitioners to evaluate understanding and awareness of their bank 
employees towards the various types of fraud mitigation strategies as well as experience on the fraud occurrence 
inside the bank. Thus, with this knowledge, the management of the banks may improve their anti-fraud program or 
consider their future organizational fraud policy. 
This paper is further structured as follows. The research method is highlighted in Section 2 with results reported 
in Section 3. The conclusions are drawn in Section 4 
 
2. Literature Review 
 
According to (CAQ, 2010), organizations typically employ two strategies to mitigate the fraud risks, firstly by 
deterring potential fraud by having a strong ethical tone at the top and a proactive fraud management program and 
secondly by detecting fraudulent activities that have occurred. Meanwhile, some controls like whistleblower 
program may be used to deter fraud by their presence and at the same time may help detect incidents of fraud. 
There are many fraud prevention and detection strategies that can be utilized in order to reduce the chances of 
bank fraud from occurring.  As in today’s technological era, fraud has become very complex and even more difficult 
to detect, thus the techniques used to deal with it must also be sophisticated, as highlighted below: 
 
A. Ethics training 
 
Ethic training is in demand nowadays as a consequence of various kinds of frauds that is infecting banks and 
other organizations. The ethic training program serves as a preventive control against fraud in many of its forms. 
Moreover, ethics training may provide an ideal avenue to lessen the influence of cultural factors on ethical decision 
making (Bierstaker, Brody and Pacini, 2006). Cultural factors may influence the action by the perpetrator since the 
perception of right or wrong, justice, morality and loyalty may differ across countries. This is truly important for 
multinational organizations or international banks that are served by various ethnics (CAQ, 2010). 
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B. Inventory observations  
  
According to Wells (Wells, 2000), this technique should be carefully implemented since inventory is usually 
represented as the largest single asset for an organization and becomes as one of the most targeted choices for the 
fraudster. The inadvertent conduct by the auditor during inventory observation may cost harm to the entire company. 
This happens when the auditor depends solely on the employees for the counting process in the warehouse. The 
workers might increase the inventory count without the auditor’s knowledge. Thus, to ensure that this technique is 
done effectively, the auditors in charge should carefully observe the stock in order to verify the inventory. 
 
C. Fraud hotline 
  
Fraud hotline is one of the fraud’s reporting mechanisms that should be implemented in order to receive tips from 
both internal and external sources (CAQ, 2010).  Such reporting mechanism should allow anonymity and 
confidentiality of the informer by setting up through a vendor. The employees should be encouraged to report any 
suspicious activity without fear of reprisal that accompanies being a whistleblower (Bierstaker, Brody and Pacini, 
2006). This technique does not only serve as an effective detection tool but can function as a deterrence tool as well, 
whereby the potential fraudster will likely have to consider the risks of being caught (Bierstaker et al., 2006). 
 
D. Password protection 
  
By ensuring that managers are capable of accessing into the user computer’s security and auditing features, the 
use of password can assist them in preventing and detecting employees’ fraud. This can be done by requiring a 
password before gaining access to functions that diverge from the standard procedure. In addition, to be more 
effective, the user password ought to be changed regularly. According to (Bierstaker et al., 2006) although 
passwords are the oldest line of computer defences, they still represent as the most effective and efficient mean in 
controlling access. The advanced technology in certain developed countries has built up new forms of password 
protection. The password employs biological features of the users or known as biometrics such as thumbprint, 
voiceprint, retina pattern and digital signature (Bierstaker et al., 2006). 
 
E. Continuous auditing 
  
 According to (Albrecht and Albrecht, 2002), continuous auditing can be done once computer queries and scripts 
are written. In fact, tests can be programmed into live corporate systems in order to provide continuous monitoring 
of transactions rather than audit on historical data during normal audit process. A number of companies have 
successfully used continuous monitoring.  
 
F. Increased role of audit committee 
  
The presence of an audit committee has not significantly affected the likelihood of fraud but rather it depends on 
the way audit committee operates (Alleyne and Howard, 2005). It was proven for companies with audit committees 
that consist of independent directors and meet up at least twice a year are less likely to be sanctioned for fraudulent 
or misleading reporting. 
 
G. Reference check on employees 
  
Normally, the Human Resource department will ask for consent of a prospective employee to do a thorough 
background check. This involved activities of checking references, past employments and any criminal convictions. 
(Bierstaker et al., 2006) revealed that this process helped screen out repeat offenders who surprisingly has 
committed a large number of the fraudulent actions. Normally, only a few candidates with a troubled past will 
provide references to an employer with a reputation for such investigation. 
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H. Data mining 
 
 Data mining technique is a computer-aided fraud detection that is primarily used by fraud investigators and 
forensic accountants. (Albrecht and Albrecht, 2002) concluded that this method is a user-friendly, low-cost 
technique to evaluate the entire database. Moreover, this technique can help to avoid from making inaccurate 
generalizations based on limited information. However, this method is only suitable for a small company because 
data mining software does not efficiently process large volumes of information and does not allow programmers to 
focus suspicion on a specific type of fraud. 
 
3. Methodology 
 
This study is designed to involve the whole population of Islamic banks in Malaysia. As of 30 June 2011, there is 
a total of 17 Islamic banks in Malaysia that consist of 11 local and 6 foreign banks as recorded in the data obtained 
from Central Bank (BNM) website at www.bnm.gov.my. The respondents for this survey are chosen randomly from 
managerial to official levels in the Internal Audit Department, Risk Management Department and Compliance 
Department at the headquarters of the banks which are located in Klang Valley. In fact, the participants in this study 
are chosen arbitrarily for their unique characteristics or their experiences, attitudes or perceptions and are in the best 
position to provide the information required.  
The study utilizes a questionnaire to assist the collection of information from the targeted respondents similar to 
that used by (Bierstaker et al., 2006; Nabhan and Hindi, 2009; and Abu Bakar, 2009). Similar to a study done by 
(Idolor, 2010), content (face) validity of the current study was tested on the questionnaire before it was 
administered. For this purpose, two senior managers from different banks were requested to evaluate the 
questionnaire for adequate coverage of relevant measurements of the research aims. They were believed to be expert 
judges to determine the questionnaire as having validity or otherwise, based on their professions and experiences in 
the field of fraud investigation. Based on their opinions and suggestions, the questionnaire was finalized and any 
irrelevant items were dismissed.  
The questionnaire contains two sections namely respondent’s profile, and the effectiveness of fraud prevention 
and detection techniques (23 questions) and the effectiveness of computer application/software for fraud deterrence 
and detection (9 questions).The respondents were asked to indicate their opinion on the degree of effectiveness of 
each technique or strategy based on four-point Likert-type scale, which range from “not very effective” (scored as 1) 
to “very effective” (score as 4).The self-administered survey was distributed via drop-off-method (i.e. hand delivery 
of self-administered questionnaires, followed by personal collection). The actual survey was administrated from 
mid-August until the end of October 2012. A total of 255 questionnaires were distributed to bankers in local and 
foreign Islamic banks that operate in Malaysia. However, only 146 were returned which represent a response rate of 
57.25%.  
 
4. Findings 
 During the survey, the respondents were asked to indicate their level of agreement in four-item Likert scale (from 
not very effective to very effective) on the fraud prevention and detection techniques. The grouping of the 
prevention and detection techniques was further illustrated in Table 1. From the analysis, protection software or 
application (mean = 3.1667) was perceived as the most effective components in fraud mitigation strategies as 
compared to the other six groups of variables. This is followed by process control (mean = 3.1575), organizational 
policy (mean = 2.9338), continuous monitoring (mean = 2.9018), communication towards staff (mean = 2.8539), 
integrated fraud control (mean = 2.8128) and the least effective one was inspection tools (mean = 2.5382). 
 Meanwhile, for the individual means, bank reconciliation accounted for the highest mean (mean = 3.26) which 
were perceived as the most acceptable strategy that have contributed to the fraud prevention and detection in the 
bank. This was followed by password protection and internal control review and improvement (mean =3.24), 
firewall installation (mean = 3.21), increased attention by senior management (mean = 3.17), cash reviews (mean = 
3.12) and inventory observation (mean = 3.01). The rest of the items have means below 3.00. The least perceived 
strategies to curb the fraudulent action was digital analysis (mean = 2.38). 
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 Based on the findings, the respondents perceived bank reconciliation as the most effective method to combat 
fraud due to lots of transactions involving huge amounts of cash. Thus, by preparing reconciliations on a regular 
basis, it will help to ensure that cash is not stolen and served as a mean of identifying and fixing accounting errors or 
un-posted bank transactions. In comparison, the findings by (Bierstaker et al., 2006) showed that bank reconciliation 
was rated at the ninth most effective technique perceived by the respondents. Meanwhile, digital analysis was 
perceived as the least effective method due to certain reasons. One of them which is the unfamiliarity of this analysis 
technique has made the respondents became less interested in it. Secondly, according to (Albrecht and Albrecht, 
2002), although the digital analysis is easy to apply, this technique does not enable auditors to match the symptom 
found with the specific types of fraud. Consequently, it will lead to sign a potential problem but the fraud examiner 
still needs to determine what kind of fraud involved and who the perpetrators are. 
 
                                               Table 1. The effectiveness of fraud prevention and detection techniques 
 
  Prevention and Detection Techniques Individual Mean 
Group 
Mean 
1 Inspection Tools  2.5382 
 Discovering sampling 2.41  
 Data mining 2.56  
 Digital analysis 2.38  
 Continuous auditing 2.82  
 Financial ratios 2.43  
 Security department 2.55  
2 Continuous Monitoring  2.9018 
 Increased attention of senior management 3.17  
 Staff rotation policy 3.03  
 Code of sanctions against 
suppliers/contractors 
2.58  
 Reference checks on employee 2.93  
 Increased role of audit committee 2.99  
 Anonymous reports 2.71  
3 Integrated Fraud Control   2.8128 
 Fraud auditing 2.99  
 Fraud vulnerability reviews 2.82  
 Fraud hotline 2.64  
 Protection software/application  3.1667 
 Password 3.24  
 Firewalls 3.21  
 Filtering software 3.03  
4 Process Control  3.1575 
 Internal control review and improvement 3.24  
 Cash reviews 3.12  
 Inventory observation 3.01  
 Bank reconciliation 3.26  
5 Organizational Policy  2.9338 
 Anti fraud policy 2.95  
 Ethical Policy 2.9  
 Corporate Code of Conduct 2.95  
6 Communication Towards Staff  2.8539 
 Fraud Prevention and Detection Training 2.97  
 Ethics Training 2.9  
  Ethics Officer 2.69   
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5. Conclusion 
 
No organization will be immune from fraud regardless of whether or not it is an Islamic entity. Fraud will 
constantly happen no matter how hard we try to deter and curb it. Despite the best attempts by the top management 
to eliminate fraud, there is no substantial solution for fraud other than creating awareness among their employees on 
the activities that can and may be considered as fraud and the solutions engaged to avoid and detect them. Hence, all 
the components of deterrence, prevention, detection, mitigation, analysis, policy, investigation and prosecution must 
be simultaneously implemented as delineated under the Fraud Management Lifecycle Theory in order to effectively 
prevent and detect fraud within banks.   
As an effort to protect Islamic banks, all those effective methods discussed in this research are highly suggested 
to be implemented in the banks. Thus, the bank should not solely depend on one technique to conquer the fraud 
problem; instead there must be a check and balance in place for identifying any weakness in internal control system 
of the bank and also to upgrade any obsolete technique to a more modern and sophisticated one. The study would 
mostly recommend the use of highly effective protection software like password protection, firewall and filtering 
software to be installed in the computer system based on the findings discussed previously. This is absolutely true 
for preventing cyber crimes like phishing and other internet scams. However, for different types of fraud like asset 
misappropriation, the techniques used also might be different. This kind of fraud will probably request notice from 
strategy like inventory observations and other security measure.  
Future research may consider exploring the role of preventing, detecting and investigating fraud, particularly 
whether these roles should be segregated in the organization, based on both qualitative and quantitative approaches. 
The use of survey method accompanied by the use of a qualitative approach such as a personal face-to-face 
interview might support the findings from the survey and enhance the ability to comprehend the scopes covered.  
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